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A Deployment Method of Middlebox Service
Chain Based on Multi-Flow Table

Liu Shiran, Lan Julong, Hu Yuxiang, Duan Tong
(National Digital Switching System Engineering & Technological R&D Center, Zhengzhou 450002, China)

Abstract: Aiming at the path cycle and source address binding problem in middlebox service chain deployment, a
service chain deployment approach by combining the OpenFlow mechanism and NetFPGA was proposed. First of all,
the OpenFlow multi-flow table was used for marking service chains and labeling service sequences so that data
packets could be processed correctly according to desired service order; secondly, the service chain deployment
algorithm was designed to achieve the mapping relationship between the service path and flow table rules; thirdly, a
prototype system was implemented based on the hardware platforms of NetFPGA-10G. Finally, experimental results
show that the proposed method have the advantage of feasibility and outperforms compared methods in the aspect of
the flow table number and time overhead.
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for (i = 0; i<k_m; i++4) /*S,~S~S, T S*/
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end;
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for (i = 0;i<k_m; i++) [*S=M,=S, "' i S*/
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end;
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end;
end;
else /% ERQ) DWH R, T Z 4 4 metadata®/
strcat(metadata, Map(M(SR))); /* #4 i %5 I )% 4 74
1€ 5% B metadata 3§ 1 */
if (exist_modify == false) /% HI3)*/
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for (i =0;i<k_s;i+4) /%S,-S-S, T S*/
distribute one rules to basic_tableand SC_table
of S;
end;
end;
end;
ik — % M5 MR A n AS15 8 m AN R T AT
£G Modify(M)H 1 Bl M,,, % W) 4% rh i 38 9 o [n] 7

FIRECh M, B 1 E SIS B A TR A
5 o 403 1 v D B O] 52 2% B R O(notnML) s 535 2 X
S—M=S; F1 S,~S=S, i/~ 50 S, T R (B ) 2 24 O(n-
m), M5 MR TR MG @, 4 HE metadata 1 ] &
ZRIEh O(mM,), BT UL KB RV 24 0 O(n-m+mM), 4
n>>m F, S 1B S 28 BERT LA On?); T e
PR — B B AR BB M<<n, X n>>m BB
2 (B ) 52 2% AT R O(n)

5 M5saERERELH

R Y IR T 2 G R R S5 BBy B A
Bfin )2 1] NetFPGA-10G!" 1y S iEF 5, H AT C 12 %
A LI T OpenFlowl 3L £ 9 3 % ¥ it , i hy
ASCAR M IR 5 6 Oy s AR T SCBR S L Ko
NetFPGA-10G #2424 F OpenFlow 284l , 1 57 54 F
i1 %% % , % H TCAM (ternary content addressable memory, =
BWAEFHE A6 %) 1 BRAM (bipolar random access
memory , XU Bl AL 77 UFE A 4% ) 1 A IR A7 i 30T | 2 52
R 4 QLR B0 K S b 3 A 8 L S e T i
P % UL SE SRR A KRR % 664

FE 2 I Ryu U4 85 JE A7 10 S ] 5 A B
W TR App B 7E Rz BHIARSCR IR T &
ki CRF AL, T 1 514 15U, LPR AR
JF 177 B AT7E Linux FHLA . 8553 51X C 2L 47 1Y
IR 55 B A b RURR IR IR 55 B AR 2R L O 1 0 IR 45 %
7 BT SRR R A AR H o Ui R 5 o 3K B
PP % E NetFPGA w5 R4, SRRV ALE

6 SEWS5IHXTEE

M3 5 TR I R 45 R B L AT M REAE AN L W
e, 3 S A AT ATV O s R e B 3 4 A
it K () I (8] TF 68 A7 007 s e J X BRI R T A R
T2 7 90 VR 5 ) 04T HL BT
6.1 AT

NetFPGA -10G ff B % i ¥ & £ A 5 & & #
OpenFlowl.1 Ph L) 58 3Bl , 76 1% A5 F 5 45 & QK 6 T
A AR |3 B S AL 5 3 1 A SOTF R 3 R T
BHCECE R A, Hep NAT, F1FW, B9 DI RE 2 T 5 4
BLS, 1 S, B4l 78 S, 1R B IP s dikAE e p L, 75 S, I
B 7 kg g A B

2015205-7



m WRSFE

NAT(S,) FW (S)

192.168.2.10

B 6 fi kR

LhH H, Fm i, BT, KB P={H,-NAT-FW-
Hy}, KW P={H-H\}, fBEFEH 245 2% PR 5 B2
SR, ={S,-NAT,-S,-S:-Ss-FW =S}, P, ] [l 5 3 12 SR,=(Ss-
S=Si) o B e HUBE TR TP bk 0 8 1 4% M 45 e 4 X 1 G
RH R E AR R R EIE R R AN, A B
fa /oy ALTER I AE 5 SR J5 38 17 AR SCTF S 9 9 26 e S 1
Ao AR SR B R S R 55 B K (e R AN B
T SE R B o 32 R IR 55 2 350 900 28 4 R MO Pk A 7 e
SR I AE L 6, 2, 55— Fh O 3 NAT &8
ASR P Hudtk, WS, X DT EC R £ A KO 2 4L B F 3 AL
BOSECH, R H, Z 0 ping A B RE PR R
1M 3 F AR SR ik g T LABERS H, R H, Z [ ping
3 BV g5 B AL EE SR Py R P IR

o T FW, AR E B 2T 08 TAE AT XEW,
BTSRG0T b W A M Ss E H Bdi Ar 41 ,
S5 D01 6t R 2 4 S v 0 R 55 A 45 o A T A U
B 5T DA A O A T R AR T R S B AR

Bk~ 0, ASGE T SRR T 5 3.1 1 BT R
% I S S ML AT LAIE B T4 % 6 55 3 47,

6.2 EAEEFFHSH

Vi 2% 0B A0 T A BT A O B B I T R
Visual Studio 2013 217431, 1A HL AL FE 2% 4 InterCore
i7-3770 CPU 3.4 GHz.4 GB RAM,

— 5 M g AR BRI U] A B W B I
] R N A B WL B L i B A A T
FEZZHMECE I, R 4 7R B R
WA E 4 MR RS BT EI L B2 A

AN (R 1B 2) T ok (0 4 B A 6 RLCD
~@H ] PF 4 A2 0k {(IDSy FW) . (NAT, FW,}  {IDS;,
FW,}  (NAT, FW,}, L 1 AP 556 1 e bl A
LA S S AR B E KD Q% i
S5 — o] P 5 U R A R 26 B) @D A
A oI P ) 38— A T T 5 b T S R SR (S,
eS8, 1 n e[5,10,15,20]), K RID) QMR 5 B 1 v 1) 28 4
B SRR SR A — 3, KB @F i L B R 1 3 &
S ALY AR, SRR A A RE AN PR T B

L7 (a) AT X TRk 1, B h A SRR Bk
R4 AR B A G & 2 2 s HpL AT A5, BTrRIRRLD),
@R b B K F RO QM HER A, B 7(h) A
BT (d) AT Bk 2 F RO R AR B A R 5 B A T
TR M REEE WA BT YR BQOT BT R #
R TR FLTRE T 9 A AT AR i TR AD),

HE 7(a) B 7(h) I T (c) AT, RT3 2 0 AE
TR TH 1 F W7 55 28 B 0 1 A | A 330 3k Ab 340 A8 2
LRRL2Em, 5REBED BRI SR ELMEL
FOAEA RS T MRS B AR R A LY S T
20 LA, X [R) — i 45 % 2 A Ok A A B AE A 2 B
G B RN 1 s, T LU 2 48 25 08 Ah 3 S 7 220K
6.3 MERGFURFESHEFHSM

AR SO F T AR R R AR A SO 2 A BRI S
B S=M,=S, 13 51 28 4L S, B9 5 R Ny, S,=Si-S, ¥ 51
AL S, B R N, WX T AN [ AR 45 B AR 28 B = A )
RN Ky DRy Nyt Ns 5, RN 2N, 2N 5
%ﬁ!@% 2N+ Nv%,?’éﬂ@jﬂ 2Nw+2Ns'/éJ7‘?o

f 4 PSR 45 B AR I BRI I R S B L
B A (S, S, Sy | n=20), & I 5 SIEERING ,SIMPLE
FlowTags Ji 2 7= /£ i 1 45 LL n P 8 (a) Bt 7w , AL 1L 19 3 4%
FE B AE 06 2 [ He ] 8 (b) B |, {2 4% 305 StEERING
SIMPLE FlowTags ) % 4% i & T & I ] £ 55 5% 6.2 i —
B, MR A U2 & IR I 6 L AN BT 8 () TR

*6 AAHRSEDEAXLE

K P M55 4% SR e ik AR I 4iE /ms
H\-NAT-FW-H, {S1-NAT=S,~S;~Ss-FW -Ss} HF U TP Huhk o

H—H, {Ss—S5-5}

H-NAT-FW-H, {S=NAT,=S,-S~Ss—FW =S5} FEA I o MR 55 5% = 0.61

H,-H, {Ss=S5=S1}

H\-FW-NAT-H, {S1=S:=S5-FW -S5—S:—S,-NAT,~S,—Ss-Ss} FEAR B S F MR 55 ik 0.83

H-H, {Ss=S:-S1)

2015205-8



BIERIZE 2015 £ 5 8 4

N

AR FBAETAER (KHD. Q)
B RFEEEERL (KHO D)

W

I~

’Et?k&h%ﬂﬁﬂé/ms

—_

5 10 15
FhFh P A BALAY 2 B A
(a) RS A2 A TOAG BR % Ak B R AE () 5% 1)

1400

1200

1000

800

600

T IAE BRI 4 /ms

400

200

3 10 15 20
Fhh AR AL AR A
(c) 55 i A2 28 TR0 Sk 4 e Aok 0 S ) 52 i)

1 400

==
1200 S 2D
1000} RS
ol
gsm-
_.:5( h
£ 600}
-
& 400}
200}
5 10 5 20
FRFI R ZEHAL Y 2R A
(b) MR 55 P& AR SS T X 3R Ab B S 1) 52 1)
= <
RPN 177K 3 6] \
lINESTo §
i N
Em- § §
i N \ \
N 1N A
E N [N [N
£ v N A JA
5 N BN [N A
SN N g
N AN N N
d TN N BN BN
N N\ AN N
N N AN N
o Ig& 1l
b LT B

(d) AHIR DT IR 55 A% AN ] 2 20 00 it 2 i 4 5 i

7 AR ZE R (1 Ak 3 S

1 fif Do i 42 08 36 9] B (26 R B) ) i, S(EERING %
6 Jiii % ,SIMPLE 7 % R AN 52 B ML 4E 155 & & FIBE 3 2%
FlowTags H & fff g i% [n] 1, i1 P 8 (a) W10, A% SC T 48 7 1%
AR TR SR, e IR Rt S8 2 IR (R Q) B
StEERING Jf o fift $h 1% [ i, SIMPLE f Fi] 8. 2% 3¢ 3 Ot 3 s
FE 28 2 A B A L0 7 AR o O R A B R R I
J5 A % 7 L, FlowTags 6 F B4 3 26 | 10 38 3 ML IR 2]
Brb R AR AR A O BOE A AL RS S IR P R
1 A% ST 3o 0 T I R 0 T SR e R B e ] 8 () T
BRSO AR P U £ T SIMPLE, 5 FlowTags £5°F-,

FH BT 8 (b) AT 1, 7 3 4 72 0 W IR FE 5% I e R ok B 12
T B0 ) 1 (& B D) ) W, 7R 08¢ SIMPLE 54 T — %2 WO 17 %
Z5 (i) fH 2 F StEERING ., 3% 2 i1 F A SOl 2 20 2= 19
B X, HICEL U SIMPLE 1 7 0 DL 3% % BRI
FE N0 SKEERING ff A 6 G . 75 ffk e U5 M ik 25 2 i)
BRI, HTFARXAFTELRK T LRE, I H 7

FUE D F FlowTags.,

H 8 () TT T, ¢ LA ¥4 8 9 10 O AR L, AR S0y
FERRAR T I F B A TF 8 A 0 B/

B IR StEERING B 2 19 05 T 7T LU/ U 38 72 6 B¢
WA TFG AT E T R E Z MR RN T T & REN
I TR 8 L T 2 RO KRR R RS 2
R VR 2 A ML I 3 3 UG T Ak 3L E A 26 DA R 0
TR R R A B A L 5 SIEERING
AL T B AR T AR AR AR S RS (A T
—JE M W RAFGE VTR ITHS . 15 SIMPLE i 1L, 72 A e I 30
B 246 5 v R, A ST 4R o o A 4 2 A 1R
BT — W AR A R TR R R S AT
% o RSO TE BT 45 A R A AL T A A B
1M AN 75 BEAE 1 3 48 LA T B T HL L B 5 Mg
Bl o3 LI B 00 e b ARG 5 A8 T 9 o A 3 A R
5528 AL 2 LA B TR AT A AR T 9 2 2 R g 4 1

2015205-9



) -

0 [ SRS
sl
?ﬁ: 20! _lowTags
=
Zjeof
L S
L N UN
5 \ N N
=20l N N B
3 \ A N
\ A N
) N BN B
\ A N
N BN BN
tof N AN B
0 ZAN A§§ 22§§ éé§§

14 000

JH]/bit

7

O3
e

R R ZEA = A 3R B AE SR AF

3000

2500

AZ2 000

1500

T RGAEAETE I )/

1000

500

2B, 5 FlowTags # b, A SCHr 4 7 A B4 45 2 Ik
R Ui 2 58 BCA BUE A 2L AR A5 O A R TR AT

=SU0) FKHQ ES1U6)
I 55 AR BT 4 b A LA i BRI 20

(a) UL A B L

K1Y

A

12 000H ZASIMPLE

10 000

=]
(=3
(=3
(=}

6000

4 000}

NS}
o
(=3
(=}

(=}

W AR S5
CIStEERING

FlowTags

V7777777777277

A Y
OWzzzzz777777777777777277777777777777777777777

ANNN.S.S.S.,
Oz

4

%

OVzzzzZZZZZZZZZZZZZ2272727777777

N

2 AN

e

) i) 3] KA
e 55 B A 220/ b ZE LAY R BB AR 204

(b) VL A fi# B IR 89 %0 1L

B AT
CIStEERING
EZASIMPLE
NFlowTags

00000007
ZZ AAIIIIIMIIIMMIIIMIINIIRIY
Oz

21\\ NN

EONE S e %
Ik 25 5 S0 47 Mo A B A5 2 R0
(¢) T % it 4 I FF 48 04 I
KIS o IF R AT

Z AAAIMIIHITIIIIMIINIIYY
Sz

B Ll T 0 R 55 B T AR R AL

2015205-10

7 HRIE

AR SCEE Ao e 55 2 e ) B A 40 B 6] R I hE 2
S ()RR T — o Y I 55 B 8 B O I RO A R AT
P A LA o BT BL ] 22 2 5 M 55 B A o 4L ) 2
(5 R P, OF AN EE 0% M b S B e i,
e, AR OpenFlow £ 44 % h— e T il IR 55 6%
BINFR AR IR &5 5% , I 7F metadata 3% F 47 IR &5 W 4
B, BT e 4 o 26 i R o8 5K Y IR 45 IR L b B OO
AT NetFPGA-10G i & 5L T 2 i 3 1Y AL 7 % A Ik
FHELR SEM T TR T A I AL S SRR A5 SRR AR L
i B MR 55 85 5 3 v T LA o o A TR LA A o
TR 08 A [ I 2 LAy o WA T R B I ] T Y 7E
i R T bk 2 (i) A A /D S 1 O 3R A R
TEOUT WA T 1R 55 5 30 8 1 2 2 B % 5 4 o 85 28 T A B
], B, F RS 8RN ER TAEMAEETTZ XK
AXHT 4T,

2% 3k

1 Boucadair M.,Jacquenet C,Parker R, et al. Service Function
Chaining:  Framework  &Architecture. Internet-Draft  draft-
boucadair-sfc-framework-00, IETF Secretariat, 2013

2 Srisuresh P, Kuthan J, Rosenberg J, et al. Middlebox
Communication Architecture and Framework. RFC3303, 2002

3 Joseph D A, Tavakoli A, Stoica I. A policy-aware switching layer
fordata centers. Proceedings of Association for Computing
Machinery’s Special Interest Group on Data Communications,
Chicago, USA, 2008

4 Gill P, Jain N, Nagappan N. Understanding network failures in
data  centers:  measurement,analysis, and  implications.
Proceedings of Association for Computing Machinery’s Special
Interest Group on Data Communications, Toronto, Canada, 2011

5 Sekar V, Ratnasamy S, Reiter M, et al. The middlebox
manifesto:  enabling innovation in middleboxdeployment .
Proceedings of Association for Computing Machinery’s Special
Interest Group on Data Communications, Toronto, Canada,
2011

6  Sherry J, Hasan S, Scott C, et al. Making middleboxes someone
else’s problem: networkprocessing as a cloud service.
Proceedings of Association for Computing Machinery’s Special
Interest Group on Data Communications, Helsinki, Finland,2012

7 Gember A, Krishnamurthy A, John S S, et al. Stratos: A
Network-Aware Orchestration Layer for Virtual Middleboxes
inClouds. TechReport, 2014



BERFE 2015 £5 8 8

10

17

Qazi Z A, Tu C C, Chiang L, et al. SIMPLE-fying middlebox

policy enforcement using SDN. Proceedings of Association for

Computing Machinery’s Special Interest Group on Data
Communications,Hong Kong, China, 2013

Zhang Y, Behe N, Beliveau L,et al. StEERING:
asoftware-defined networking for inline service chaining.

Proceedings ofthe 21st IEEE International Conference on
Network Protocols(ICNP 2013), Gottingen, Germany, 2013

Seyed K F, Chiang L, Sekar V. Enforcing network-wide policies
in the presence of dynamic middlebox actions using flow tags.
Proceedings of Networked System Design and Implementation,
Seattle, USA, 2014

Halpern J, Pignataro C. Service Function Chaining (SFC)
Architecture. Internet-Draft draft-ietf-sfc-architecture-07, TETF
Secretariat, 2015

Quinn P, Nadeau T. Service Function Chaining Problem
Statement.  Internet-Draft

IETF Secretariat, 2015

draft-ietf-sfc-problem-statement-13,

OpenFlowl.1.0OpenFlowswitch  specification  1.1.0.https://www.
opennetworking . org/images/stories/ downloads/sdn-resources/onf-
specifications/OpenFlow/OpenFlow-spec-v1.1.0.pdf, 2011
OpenFlowl.0,0penFlowswitch  specification  1.0.0.https://www.
opennetworking . org/images/stories/ downloads/sdn-resources/onf-
specifications/OpenkFlow/OpenFlow-spec-v1.0.0.pdf, 2009

Sekar V, Egi N, Ratnasamy S.et al. Design and implementation
of a consolidated middlebox architecture. Proceedings of
Networked System Design and Implementation, San Jose, USA,
2012

NetFPGA-10G  project.

public/wiki, 2014

https://github.com/NetFPGA/NetFPGA-

OpenFlowl.3,0penFlowswitch  specification  1.3.0.https://www.
opennetworking . org/images/stories/ downloads/sdn-resources/onf-

specifications/OpenFlow/OpenFlow-spec-v1.3.0.pdf, 2012

18 Ryu controller project. http://osrg.github.io/Ryu, 2014

[fE&E &)

MNEBER,F EHRATFLRARETREEAR
WFSE O A A, 32 SIS 5 1 A T A
AR R A 2 B4,

ZE®R,H  ERE TR G T REARDT
FEH LB TR HofZ A S,
IR — AR B 19 2 OC i B e 5 5 AR Y
JC TN, BHTAE N R R R E A
“973" R T H Al H 5 1 A 2%
R,

AFEA, N L MR TF AL TR
FORWFE PO PRI, 3B 5E 7 1 7 A
BN N S EPSE e

B, 5, MR A R G TR SR O
FE G AR BT ST S 1] S O B T 4
PR Z G5k 7T 2 AR 90 245 K04 - T

2015205-11



